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ANSIBLE - OCHOBHbIE NPEMMYLLECTBA

NMPOCTOTA B ®YHKUNOHAJIbHbIE BE3OMNACHOCTb
NCnoJib30BAHNAU BO3MOXHOCTU

MNpocToi a3blk HA ocHoBe YAML Pa3BepTbiBaHME NPUNOXKEHWUI He TpebyeT areHTa Ha KnneHTe

He TpebyeT HaBbIKOB * YnpaBneHue U3MeHeHUIMH OpenSSH & WinRM B kayectBe

NpOrpaMMMpPOBAHUA TpaHcnopTa
*  ABTOMaTM3auus paboumx

[NocnepnoBaTenbHOE BbIMNONHEHME npoLeccos JcKanauma npusBunernn

3ajay
»  OpkecTpauma Mexay pasnnyHbiMm

ABTOMaTM3aLUMa ANg BCex nnatdopMamm

ANSIBLE - THE MOST POPULAR OPEN SOURCE AUTOMATION PLATFORM
Goal: Unify provisioning, configuration, and application deployment

Result: Ansible. A python-based command line engine that interprets and executes YAML-based
“Playbooks” that contain one or more “plays” or tasks.

Q. redhat



RED HAT ANSIBLE AUTOMATION

RED HAT

ANSIBLE

Automation

RED HAT ANSIBLE TOWER
Scale + operationalize your automation

CONTROL KNOWLEDGE DELEGATION

RED HAT ANSIBLE ENGINE
Support for your Ansible automation

SIMPLE POWERFUL AGENTLESS

FUELED BY AN INNOVATIVE OPEN SOURCE COMMUNITY o

Q. redhat



RED HAT ANSIBLE TOWER

Mnatdopma ans aBToMaTU3aumum, BKIOYAOLWLAA B Ce69

o fA3bIK Ang aBToMaTusaumm UT-uHPpacTpyKTypsl U
NPUNOXKEHWUIM C MOMOLLbIO CLEeHapueB

e [1Bmxok Ansible gns 3anycka 1 paboTbl CLLeHapueB
e Ansible Tower npegocrasnser:

o BO3MOXHOCTb aBTOMAaTU3MPOBATb paboume

npouecchl 1 onpeaennTb B3aMMOCBS3b MeXay
= CLueHapuaMm
o ponesas MoAenb A0CTyna Ans 3anycka CLueHapues
G o  LLeHTpanM30BaHHOE BbINOJIHEHME 33434 C
perncrpaumen cobbITin U UX CTaTyCoM
o rpaduyecknin uutepdenc n REST API

A) TOWER fraees  ivenion

Job Status

Q. redhat



RED HAT ANSIBLE AUTOMATION ARCHITECTURE

PUBLIC / PRIVATE
CLOUD %
ANSIBLE’S AUTOMATION ENGINE

/>

0 ]
—p XN
000 ]

HOSTS

1@

NETWORKING

API

MMMMMMM

ANSIBLE PLAYBOOK

Q. redhat



RED HAT ANSIBLE TOWER ARCHITECTURE

P ANSIBLE CLI & CI SYSTEMS

N Sy B
| |- 1 -
- 2 m— 2
- 3 — 3

ANSIBLE PLAYBOOKS

ADMINS
! ROLE-BASED KNOWLEDGE SCHEDULED &
ANSIBLE ACCESS CONTROL & VISIBILITY CENTRALIZED JOBS

TOWER
SIMPLE USER INTERFACE TOWER API

USERS

OPEN SOURCE MODULE LIBRARY

PLUGINS PYTHON CODEBASE

TRANSPORT
SSH, WINRM, ETC.

INFRASTRUCTURE NETWORKS CONTAINERS CLOUD SERVICES
AUTOMATE LINUX, ARISTA, DOCKER, AWS, DATABASES,
YOUR WINDOWS cisco, X6 GOOGLE CLOUD, LOGGING,
ENTERPRISE UNIX JUNIPER AZURE .. SOURCE CONTROL
MANAGEMENT.

«_ 9 vy
V= @ S 2
= \‘ —~ - I ®
___________ >  USE CASES v— 4 o e
CONFIGURATION APP CONTINUOUS SECURITY &
PROVISIONING MANAGEMENT DEPLOYMENT DELIVERY COMPLIANCE ORCHESTRATION

https://www.ansible.com/products/tower

Q. redhat


https://www.ansible.com/products/tower

ANSIBLE - PROJECT & PRODUCT

Open Source Red Hat Ansible Automation
(Communities) (Enterprise)

OPS - IT Managers, “Teams”

N / REDSHAT' .
ANSIBLE
NETOPS - Network Operations
Bottom-Up Top-Down
Influence Strategy
RED HAT' ANSIBLE ENGINE
ANSIBLE ANSIBLE’ Networking Add-On
Engine

DEV - Playbook Authors, “Individuals”

Q. redhat



RED HAT ANSIBLE TOWER



RED HAT ANSIBLE TOWER

INFRASTRUCTURE-AS-A-CODE // YNIPABJIEHUE KOHOUTYPALUAMU

~. CONTINUOUS REMEDIATION OF CONFIGURATION
~ .

17

V' Lo < OMEPATOPbI Continuous remediation of configur B 100192016

America/New_York

ANSIBLE  RroLE-BASED KNOWLEDGE & SCHEDULED &
TOWER ACCESS CONTROL || VISIBILITY CENTRALIZED JOBS

FREQUENCY DETAILS

2

’
£ JNokanbHoe ncnonHeHne npoueayp

http/REST,NETCONF,...
+SSH, SSL, TLS

MpunoxxeHus, ETEBO? obopyajosaHue] VNF

= @ @ Azure,...

OpenStack

11 ‘ redhat
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Ansible Tower - ABToOMaTM3auma

@ ower  procts

DASHBOARD

95

INVENTORIES

0

JOB TEMPLATES

Joss

5

0

22

PROJECTS

@abr # = &

PROJECT SYNC FAILURES.

PERIOD | PASTMONTH v JOBTYPE | ALL v VIEW AL v

HOSTS FAILED HOSTS INVENTORIES INVENTORY SYNC FAILURES
JOB STATUS
2,
20|
.
= )
o
o oms o o o ooz owos oso6 oa/o8 oano o8in2 oa/te
Tme
RECENTLY USED JOB TEMPLATES View ALL RECENT JOB RUNS
NAME AcTvITY ACTIONS NAME
Create VMware Engineering Instance s’ 2 @ Create VMware Engineering Instance
Expire VMWare Hosts P ® Expire VMWare Hosts
Copy and upgrade tower testing P @ Expire VMWare Hosts
Update License Server P @ Copy and upgrade tower.testing

® Copy and upgrade tower.testing

816

0 o820 o022 0wy

VIEw AL

TIME

8/23/2016 8:13:27 AM

8/23/2016 2:00:34 AM

8/22/2016 11:01:06 PM

82212016 9:03:37 PM

82212016 2:19:50 PM

@ TowER resT A

REST AP

REST API®

GET /api/7format-api

HTTP 200 OK

Allow: GET, HEAD, OPTIONS
Content-Type: application/json
Vary: Accept

X-API-Time: 0.001s

able_versions™:
Japi/vist

y

“description”: “Ansible Tower REST API"
“current_version®: “/api/vi/"

OPTIONS GET ~

3anycK CLeHap1eB HaKaTMEM OHOW KHOMKM

MmnopT cueHapues 13 SCM

CLI, REST API, remote execution, nHterpaumm c Cl/CD tools

(A) TOWER  pojcs  invencories  JobTempiatesJobs

Inventories ) Overthruster Project ) Run Command

“Module ©

yum

Arguments ©

|| name=openssi stateslatest

Hostt adhoc.pn:

c2-54-158-41-192.compute-1.amazonaws com:ec2-54-224-180-37.compute-1.amazonaws.com

“Machine Credential ©
Q | Banzaisshkey

% Enable Privilege Escalation ©
“Verbosity ©

0 (Normal)

Forks ©
(o 2

L admin X W 4

Q. redhat



Ansible Tower - Kontponb u RBAC

@ rower

DETAILS
STATUS

STARTED
FINISHED
TEMPLATE
JOB TYPE
INVENTORY
PROJECT

REVISION

PLAYBOOK

MACHINE
CREDENTIAL

FORKS

PROJECTS INVENTORIES TEMPLATES

JOBS / 248 - APPLY STANDARD CONFIGURATION

£ B

® Successful

2/23/2017 4:45:29 PM
2/23/2017 4:47:25 PM

Apply standard configuration
Run

Research Servers

@® Atmospheric Processor

108a25f7964503c6bf46593e93
528846e68d836b

apply-configuration.ymil

Weyland-Yutani ssh key

JOBS

APPLY STANDARD CONFIGURATION  PLAYS

TASKS @I

e Peructpauus Bcex aencramsa B bl

o CTaTyC BbIMOJIHEHNA CLLlEHapUeEB

O MCTODMFI BbIMOJ/IHEHHbIX 3a4a4

13

NAME =~

Demo Job Template

CLOUDFORMS
PERMISSIONS
*NAME DESCRIPTION ORGANIZATION @
CloudForms Inventory Script Q Bit63
*TYPE @
Red Hat CloudForms v
TYPE DETAILS
*CLOUDFORMS HOST @ *USERNAME *PASSWORD
https://cloudforms07.bit63.net admin SHOW  sessssanees
Help Desk | Add Permissions
1 Please select resources from the lists below.
JOB TEMPLATES 'WORKFLOW TEMPLATES PROJECTS INVENTORIES CREDENTIALS

Add Permissions

DESCRIPTION %

KEY

YnpaBneHue Ha ypOBHE OpraHM3aLumi, pabounx rpynn

XpaHeHme NOJIb30BaTE/NIbCKMX AadHHbIX B LUMdeOBaHHOM Buae

He Hapo umetb YYETKU Ha KIIMEHTAX

Q. redhat



Ansible Tower - YnpaBneHue

INVENTORIES / MANAGE CLOUD STAGING SERVERS / EOIT Demo Job Template | SURVEY @)
ADD SURVEY PROMPT
CLOUD SERVERS
*PROMPT
neTmeaTens How many instances you need to deploy?
* NAME ESCRIPTION SOURCE
Cloud servers Amnazon EC2 DESCRIPTION
JBOSS EAP instances to deploy
CLOUD CREDENTIAL REGIONS © INSTANCE FILTERS ©
Q. Amazon keys x  US East (Northern Virginia) tag-Name=*staging* * ANSWER VARIABLE NAME ©
eap_count
ONLY GROUP BY © UPDATE OPTIONS
¥ Overwrite © * ANSWER TYPE
< Overwrite Variables ©
Update on Launch © Integer v
VARIABLES © @ vamL OjJsON MINIMUM MAXIMUM
1 < 100
JOB TEMPLATES SCHEDULES 7 JOB TEMPLATE SCHEDULES.EDIT
DEFAULT ANSWER
DAILY REMEDIATION 10
NAME START DATE (MM/DOD/YY * START TIME (MH24:MM:SS)
- ~ REQUIRED
Daily remediation 10/03/2016 o1 <23 <3| 48
* LOCAL TIME ZONE REPE RE J CANCEL
America/New_York Day
° JnHaMunyeckas MHBEHTApU3aLMs KIMEHTOB ° Mcnonb3oBaHue OMpOCHKKa Angd 3aaaHna oon. napaMeTpos
° 3a|-|yc|( CLEeHapueB Mo pacrnmcaHuio © YBenomnenusa B pexxnme peasbHOro BpeMeHun

Q. redhat



Ansible Tower - YnpaesneHue ‘workflow’

EDIT WORKFLOW
KEY: === OnS = On Fail = Al Project S | t S TOTAL TEMPLATES
n Success n Fai ways o roject Sync o nventory Sync O o o DEMO JOB TEMPLATE
m PROJECT SYNC INVENTORY SYNC
Q KEY
Demo Job Templa... Demo Job Templa...
NAME =
@® Demo Job Template INFO
Demo Job Templa...
ITEMS 1-10F1
m——- Demo Project Demo Job Templa... * TYPE
(P ] ® On Success
) On Failure
Demo Job Templa...
CANCEL SELECT

Provision — Configure — Deploy — Scale

BcTpoeHHbIit peaaktop pabounx npoueccos / workflow: Build — Test — Promote — Verify — Deploy

o Bo3MoxHOCTb rpynnmupoBatb CUeHapun B 3aBUCUMOCTU OT yC}'IOBVIl;i M pe3yNbTaTOB BbINOJIHEHUA NPpeabIAYLLErO

o Ponesasi Mmogenb u pe3ynbTaT BbIMOJIHEHNA 3a4a4

Q. redhat



RED HAT ANSIBLE NETWORKING



MANAGING NETWORKS
HASN'T CHANGED
IN 30 YEARS.
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WHY HASN'T NETWORKING CHANGED?

Networking vendors are the trusted advisors

&

PEOPLE

Domain specific skill sets
Vendor oriented experience
Siloed organizations

Legacy operational practices

PRODUCTS

Infrastructure-focused features
Baroque, CLI-based interfaces
Siloed technologies

Monolithic, proprietary platforms

Q. redhat
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WHAT IS THE PRIMARY METHOD OF

MAKING NETWORK CHANGES IN YOUR ENVIRONMENT?

CLI on individual devices Percentage of Respondents
K

GUl on individual devices

. -

Vendor’s network management system

B

Network automation tool

Others
. 2

Figure1
Primary Method for Making Network Changes

20 40 60 80

Source: Gartner, Look Beyond Network Vendors for Network Innovation, Andrew Lerner, 23 January 2018, ID: GO0349636. ‘ redhat



NETWORK AUTOMATION PROGRESS

MNMonHbIM cnncok nogaepxuBaembix Red Hat Ansible Engine
Networking Add-On nnatdopm u mogynen:
https://access.redhat.com/solutions/3184741

29 Platforms

) _ ) 267 Modules
https://www.ansible.com/overview/networking

Persistent
17 Platforms Connections
141 Modules
NETCONF
Support
7 Platforms
28 Modules

]
2.1 2.2 2.3

May 2016 Oct 2016 Apr 2017

33 Platforms
463 Modules

Declarative
Intent

Aggregate
Resources

Platform
Agnostic

2.4

Sep 2017

40 Platforms
572 Modules

network cli
connection

plug-in

NETCONF
connection

plug-in

Better
Logging

XML
Filters

More
Docs

2.5

Mar 2018




NETWORK MODULES: BUILT-IN DEVICE ENABLEMENT

A10

Apstra AOS

Arista EOS (cli, eAPI), CVP
Aruba Networks

AVI Networks

Big Switch Networks
Brocade Ironware

Cisco ACI, AireOS, ASA, I0S,
[ORD GEINNIOM\)ECON
Citrix Netscaler

Cumulus Linux

Dell 0OS6, OS9, OS10
Exoscale

F5 BIG-IP

Fortinet FortlOS, FMGR

Huawei

lllumos

Infoblox NIOS
Juniper Junos
Lenovo CNQOS, ENOS
Mellanox ONYX
Ordnance
NETCONF

Netvisor
Openswitch

Open vSwitch (OVS)
Palo Alto PAN-OS
Nokia NetAct, SR OS
VyOS



Control Node Ansible -> Network Managed Network Devices

Inventory oo o4 - | e m—_——_——

PIaybook SSH / ________
Network Element
SSH, API
NETCONF —  L——======
Modules Network Element
Modules: Control Node: Managed Nodes (Inventory):
Handles execution of remote Any client system (server, laptop, A collection of endpoints being
system commands VM) running Linux or Mac OSX managed via SSH or API.

22 ‘ redhat



Ansible - NETWORKING AUTOMATION

Configure, validate, & ensure continuous compliance for physical network devices

mﬂm BUILD MANAGE @ SCALE

with Red Hat Ansible Engine 22%=| with Red Hat Ansible Engine with Red Hat Ansible Tower
. . ° Methodically track ° Ensure ongoing steadystate
* Get automating quickly configuration drift. on a schedule.
* Integrate multl-vendor ° Make changes across any set ° Use role-based access
configurations ) . o
of network devices. controls with specific teams.
° Idrealnffci)rltéoth brownfield and ° Validate that changes were ° Integrate external third-party
greentie successful. solutions with RESTful API.

Automate Automate Orchestrate & operationalize
discrete tasks business processes automation
RED HAT' RED HAT RED HAT
,EANSIBLE ,EA\(!}ISIBLE ,TANSIBLE
ngine ngine ower

23 Q redhat
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NETWORK AUTOMATION WITH ANSIBLE

PLAN BUILD RUN
Ansible automation baked in as  Build engineers use Ansible (jobs/playbooks) to set up Network Operations use
part of design and architecture  new configurations across multi-vendor networking Ansible to run or schedule jobs
platform, operating systems, private and public cloud. for specific use cases eg. scan

Heterogenous mix of networking vendors

ARISTA g l 0L l JC @ Jum”:)er @Cumulus networks palo civrix

\ CiIsco. &/ 7 wewewss = WP eonce NetScaIer}

ANSIBLE

Decoupling the data model from the

R ER
execution enables: *
Multi-vendor orchestration {}Q
Enhanced network operational model Ansible P « Execution
through scalable, repeatable patterns "Sfble i S, .
Define Intent, Policy, Apply across device type,

Integration into agile DevOps workflows Architecture vendors

Q. redhat
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NETWORK SERVICE AUTOMATION EXAMPLE

Data Center and WAN Network Devices. > 10,000 Multi-vendor Devices - NXOS, JunOS, 10S-XR, EOS

Before Red Hat Automation Tools:

e Manual operator translation of daily changes to security (ACL) rules
* Not Compliant with Operational Business Rules

After:

e Hours to Provision One Device Reduced to Minutes

Ansible Tower + CloudForms
Automated Rule Playbooks
Daily Remediation of Business Rules

Key Benefits:

Fully Automated, Open, Secure

Saves Time - More Productive Teams
Fewer Mistakes / Errors

Significant Reductions in Complexity
Apply Across Other Service Deployments

Compute Networking Storage

Q High Availability Automation To
. CloudForms + Ansible Tower

Operational
Dashboard

Faster Deployments —> Lower Costs

o C3 .:*::.., — |'i"|

Identity

-2

ols

Q. redhat
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SDN vs Automation (Ansible)

BENEFIT

Reconfigure the network from a central point

Reduced vendor lock in with commodity hardware

Leverage existing infrastructure

Decouple control plane from data plane

Reduced opex/capex costs

SDN

v

AUTOMATION

Q. redhat



TRANSFORMING THE ENTERPRISE

PHYSICAL NETWORK DATA CENTER HYBRID CLOUD
STATE VALIDATION : FABRIC AUTOMATION : NETWORK INTERCONNECT

40 570+
Networking Networking
platforms modules

ansible.com/networking



https://www.ansible.com/networking
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Ansible Tower - Ul

L s iibie Towos o
EBVo. o™ Foree -

€« > C i [E:heeps://mgmtow#/iobsn547/stdout

%] b 83 %

(A) TOWER  Frojecs

Inventories Job Templates Jobs

[ Jobs > 1547 - Configure SNMP on network devices  Standard Out

Job Status  ® successful

Standard Output

TASK [network facts : set config lines fact]

ok: [veos01]
ok: [veos02]
ok: [veos03]
ok: [veos04]

TASK [snmp : include eos tasks])
included: /var/lib/awx/projects/_40__ansible webinar mar2016/roles/snmp/tasks/present/ecs.yaml for veos0l

TASK [snmp : get
ck: [veas01]
ck: [veos02]
ok: [veos03]
ok: [veos04]

TASK [snmp : get desired snmp communities]

ok: [veos01]
ok: [veos02]
ok: [veos03]
ok: [veos04]

TASK [snmp : remove old

snmp ities]

ities]

changed: [veos03] => (item=test)

TASK [snmp : configure eos snmg

ok: [veos03]
ok: [veos01]
ok: [veos02]
ok: [veos04]

PLAY RECAP
veos01
veos02
veos03
veos04

ok=11
ok=11
ok=12
ok=11

h le=0
h le=0
changed=1 unreachable=0
h e=0

failed=0
failed=0
failed=0
failed=0

veos02,

veos03,

veos04

L admin X W &

https://www.ansible.com/resources/webinars-training/automating-your-network

‘. redhat



Ansible Tower - Ul

BV o et Y @rmoero a0

€ > C A [ & hups://mgmto1/#/job_templates ke 8 % =

@ TOWER Projects Inventories Job Templates Jobs 2 admin Y& W &

et a =

Name = Description & Status Actions

Ad-hoc config push Push configuration onto a specified network host l. -~ S @ A
Check system services compliance nodes Checks that all network nodes are in compliance with system services & B &£ @ A
Configure base system on network devices l......... P B AR
Configure eAPI on Arista EOS devices Push configure to Arista EOS nodes to enable eAPI ll.l < B 2L @ A
Configure Loopback interfaces on network devices 4 B8 L @ h
Configure NTP on network devices Push NTP settings to all network devices < B 2L @ @A
Configure SNMP on network devices Push SNMP settings to all network devices £ B L @
Get device names and OS versions Collect device configured names and OS version - S @ A
Get device running-config 4 B L @
Manage IP system settings 4 B L @ A
Push NXOS node system services Pushes system services configuration to NXOS node 4 B &L @ A

Page 1 0f 1(11 items)

https://www.ansible.com/resources/webinars-training/automating-your-network

‘. redhat



Ansible for Networking

NOT INCLUDED WRITTEN
IN DISTRO BY USERS

MK NapTHEPOM

Functional, Declarative Modules
(40+ Platform Specific)

INCLUDED WRITTEN
IN DISTRO* Connection Plug-ins BY ANSIBLE*

(NETCONF/SSH, CLI/SSH,
API/SSH)

*Can also be created and maintained by the community

Q. redhat



Ansible pna Networks - Komy u 3auem

e Yactb DevOps n TpaHCcpopMaLMOHHON NCTOPUM

o KpoMe KOHTerHepoB akTyanbHa M aBToMaTu3aums legacy, a Network - Hanbonee legacy

o MoxHo gononnate Ansible ons UT, peann3oBbiBaTb NapannenbHo, Uan, HA0OBOpPOT, NepBbIM
e AnbTepHaTMBa/OONONHEHME K BEHOOPCKMM EMS/NMS
e AnbTepHaTuBa BeHgopckuM SDN

o BmecTto 3akynku KOHTpoanepa v A0N.IMLEH3UN

TunoBble cLLeHapun NPUMEHeHuUs
e HoBble maTa-UeHTPbl M NPOEKTbl MOAEPHM3ALMUMN CYLLECTBYIOLLMUX
e TepputopuanbHo-pacnpeneneHHas MHPPaACTPYKTypa C TUMOBbIMKU B10KaMM YCTPOICTB

BaxHo
e B koHkypeHTax Tonbko ‘Do Nothing’ u DIY. NMonynspHbiii ans BM puppet HeconoctasuM, pasnnyHbie SNMP
cpeacTtBa ygadHo gononHsatotes Ansible, HaumHas ¢ HacTporkn SNMP n areHToB Ha ycTpoucTee
e (CToMMOCTb Mana Ha (oHe 3aTpaT Ha ceTeBoe 060pyAOBaHME M OBCYKMBAKOLLMX €ro Ntoaen

31 ‘ redhat
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Cnacubo

8+ plus.google.com/+RedHat f facebook.com/redhatinc
.

ln linkedin.com/company/red-hat , twitter.com/RedHatNews
You

youtube.com/user/RedHatVideos




